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Abstract
Research on the automatic analysis of cryptographic protocols has so far mainly concentrated on reachability properties, such as secrecy and authentication. Only recently it was shown that certain game-theoretic
security properties, such as balance for contract-signing protocols, are decidable in a Dolev-Yao style model
with a bounded number of sessions but unbounded message size. However, this result does not provide a practical algorithm as it merely bounds the size of attacks. In this paper, we prove that game-theoretic security
properties can be decided based on standard constraint solving procedures. In the past, these procedures have
successfully been employed in implementations and tools for reachability properties. Our results thus pave the
way for extending these tools and implementations to deal with game-theoretic security properties.
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Introduction

One of the central results in the area of automatic analysis of cryptographic protocols is that the security of cryptographic protocols is decidable when analyzed w.r.t. a finite number of sessions, without a bound on the message
size, and in presence of the so-called Dolev-Yao intruder (see, e.g., [14, 1]). Based on this result, many fully
automatic tools (see, e.g., [2, 7, 13]) have been developed and successfully been applied to find flaws in published
protocols, where most of these tools employ so-called constraint solving procedures (see, e.g., [13, 7, 4]). However, the mentioned decidability result and tools are restricted to security properties such as authentication and
secrecy which are reachability properties of the transition system associated with a given protocol. In contrast,
crucial properties required of contract-signing and related protocols (see, e.g., [9, 3]), for instance abuse-freeness
[9] and balance [5], are game-theoretic properties of the structure of the transition system associated with a protocol. Balance, for instance, requires that in no stage of a protocol run, the intruder or a dishonest party has both a
strategy to abort the run and a strategy to successfully complete the run and thus obtain a valid contract.
Only recently [11], the central decidability result mentioned above was extended to such game-theoretic security
properties, including, for instance, balance. However, similar to the result by Rusinowitch and Turuani [14] for
reachability properties, the decision algorithm presented in [11] is merely based on the fact that the size of attacks
can be bounded, and hence, all potential attacks up to a certain size have to be enumerated and checked. Clearly,
just as in the case of reachability properties, this is completely impractical. For reachability properties, one has
therefore developed the mentioned constraint solving procedures to obtain practical decision algorithms.
The main contribution of the present work is a constraint-based decision algorithm for the game-theoretic
security properties of the kind considered in [11]. The main feature of our algorithm is that it can be built on
top of standard constraint solving procedures (see, e.g., [13, 7, 4] and references therein). As mentioned, such
procedures have successfully been employed for reachability properties in the past and proved to be a good basis
for practical implementations. Hence, our algorithm paves the way for extending existing implementations and
tools for reachability properties to deal with game-theoretic security properties.
In a nutshell, our constraint-based algorithm works as follows: Given a protocol along with the considered
game-theoretic security property, first the algorithm guesses what we call a symbolic branching structure. This
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structure represents a potential attack on the protocol and corresponds to the interleavings, which are, however,
linear structures, guessed for reachability properties. In the second step of the algorithm, the symbolic branching
structure is turned into a so-called constraint system. This step requires some care due to the branching issue and
write-protected channels considered in our model (also called secure channels here), i.e., channels that are not
under the control of the intruder. Then, a standard constraint solving procedure (see above) is used to compute
a finite sound and complete set of so-called simple constraint systems. A simple constraint system in such a set
represents a (possibly infinite) set of solutions of the original constraint system and the sound and complete set
of these simple constraint systems represents the set of all solutions of the original constraint system. Finally, it
is checked whether (at least) one of the computed simple constraint systems in the sound and complete set passes
certain additional tests.
There are some crucial differences of our constraint-based algorithm to algorithms for reachability properties:
First, as mentioned, instead of symbolic branching structures, for reachability properties only interleavings, i.e.,
linear structures, need to be guessed. Turning these interleavings into constraint systems is immediate due to the
absence of the branching issue and the absence of secure channels. Second, and more importantly, for reachability
properties it suffices if the constraint solving procedure only returns one simple constraint system, rather than a
sound and complete set. Third, the final step of our constraint-based algorithm—performing additional tests on
the simple constraint system—is not required for reachability properties.
We emphasize that even though for reachability properties it suffices if the constraint solving procedure returns
only one simple constraint system, standard constraint solving procedures are typically capable of computing
sound and complete sets of simple constraint systems. Any such procedure can be used by our constraint-based
algorithm as a black-box for solving constraint systems. This makes it possible to extend existing implementations
and tools for reachability properties to deal with game-theoretic properties since the core of the algorithms—
solving constraint systems—remains the same, provided that the considered cryptographic primitives can be dealt
with by the constraint solving procedure (see Section 4).
The protocol and intruder model that we use is basically the one proposed in [11], which in turn is the “bounded
session” version of a model proposed in [5]. We slightly modify the model of [11]—without changing its expressivity and accuracy—in order to simplify our constraint-based algorithm (see Section 2 and 3). For instance, while
in [11] intruder strategies are positional, it turns out that the constraint-based algorithm is considerably simpler for
intruder strategies which may depend on the history of the protocol run. However, it is not hard to show that both
notions of strategies are equivalent in our setting, and hence, we can w.l.o.g. choose the notion of strategy that fits
best for our purpose.
Further related work. Contract-signing and related protocols have been analyzed both manually [5], based on a
relatively detailed model (as mentioned, our model is a “bounded session” version of this model), and using finitestate model checking (see, e.g., [15, 12]), based on a coarser finite-state model. Drielsma and Mödersheim [8]
were the first to apply an automatic tool based on constraint solving to the contract-signing protocol by Asokan,
Shoup, and Waidner [3]. Their analysis is, however, restricted to reachability properties since game-theoretic
properties cannot be handled by their tool. The results shown in the present work pave the way for extending such
tools in order to be able to analyze game-theoretic properties.
Structure of this paper. In Section 2, we recall the protocol and intruder model and in Section 3 the intruder
strategies and the game-theoretic properties first introduced in [11], and point out the mentioned differences.
Section 4 provides the necessary background on constraint solving. In Section 5, we present our constraint-based
decision algorithm along with an example and state our main result—soundness, completeness, and termination
of the algorithm.
Full definitions and proofs can be found in our technical report [10].
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The Protocol and Intruder Model

The protocol and intruder model that we use basically coincides with the model first introduced in [11], which in
turn is the “bounded session” version of the model proposed in [5]. We only slightly modify the model in [11] in
that we impose a restriction on principals which is necessary for principals to perform feasible computations.
In our model, a protocol is a finite set of principals and every principal is a finite tree, which represents all
possible behaviors of the principal, including all subprotocols a principal can carry out. Each edge of such a tree
is labeled by a rewrite rule, which describes the receive-send action that is performed when the principal takes this
edge in a run of the protocol.
When a principal carries out a protocol, it traverses its tree, starting at the root. In every node, the principal
takes its current input, chooses one of the edges leaving the node, matches the current input with the left-hand side
of the rule the edge is labeled with, sends out the message which is determined by the right-hand side of the rule,
and moves to the node the chosen edge leads to. While in the standard Dolev-Yao model (see, e.g., [14]) inputs to
principals are always provided by the intruder, in our model inputs can also come from the secure channel, which
the intruder does not control, i.e., the intruder cannot delay, duplicate, remove messages, or write messages onto
this channel under a fake identity (unless he has corrupted a party). However, just as in [5], the intruder can read
the messages written onto the secure channel. We note that our results also hold in case of read-protected secure
channels. Another difference to standard Dolev-Yao models is that, in order to be able to formulate game-theoretic
properties, we explicitly describe the behavior of a protocol as an infinite-state transition graph which comprises
all runs of a protocol.
We now describe the model in more detail by defining terms and messages, the intruder, principals and protocols, and the transition graph.
Terms and Messages. As usual, we have a finite set V of variables, a finite set A of atoms, a finite set K of
public and private keys equipped with a bijection ·−1 assigning public to private keys and vice versa. In addition,
we have a finite set N of principal addresses for the secure channels and an infinite set AI of intruder atoms,
containing nonces and symmetric keys the intruder can generate. All of the mentioned sets are assumed to be
disjoint.
We define two kinds of terms by the following grammar, namely plain terms and secure channel terms:
plain-terms ::= V | A | AI | hplain-terms, plain-termsi | {plain-terms}splain-terms |
{plain-terms}aK | hash(plain-terms) | sigK (plain-terms)
sec-terms ::= sc(N , N , plain-terms)
terms ::= plain-terms | sec-terms | N
While the plain terms are standard in Dolev-Yao models, a secure channel term of the form sc(n, n0 , t) stands for
feeding the secure channel from n to n0 with t. Knowing n grants access to secure channels with sender address
n. A (plain/secure channel) message is a (plain/secure channel) ground term, i.e., a term without variables.
Intruder. Given a set I of messages, the (infinite) set d(I) of messages the intruder can derive from I is
the smallest set satisfying the following conditions: I ⊆ d(I); if m, m0 ∈ d(I), then hm, m0 i ∈ d(I); if
hm, m0 i ∈ d(I), then m ∈ d(I) and m0 ∈ d(I); if m, m0 ∈ d(I), then {m}sm0 ∈ d(I); if {m}sm0 ∈ d(I)
and m0 ∈ d(I), then m ∈ d(I); if m ∈ d(I) and k ∈ d(I) ∩ K, then {m}ak ∈ d(I); if {m}ak ∈ d(I) and
k −1 ∈ d(I), then m ∈ d(I); if m ∈ d(I), then hash(m) ∈ d(I); if m ∈ d(I) and k −1 ∈ d(I) ∩ K, then sigk (m)
(the signature contains the public key but can only be generated if the corresponding private key is known); if
m ∈ d(I), n ∈ d(I) ∩ N , and n0 ∈ N , then sc(n, n0 , m) ∈ d(I) (writing onto the secure channel); AI ⊆ d(I)
(generating fresh constants).
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Intuitively, n ∈ d(I) ∩ N means that the intruder has corrupted the principal with address n and therefore can
impersonate this principal when writing onto the secure channel.
In our model, all (strongly) dishonest parties are subsumed in the intruder. Weakly dishonest parties can be
modeled as principals whose specification deviates from the specification of the protocol.
Principals and Protocols. Principal rules are of the form R ⇒ S where R is a term or ε and S is a term.
A rule tree Π = (V, E, r, `) is a finite tree rooted at r ∈ V where ` maps every edge (v, v 0 ) ∈ E of Π to a
principal rule `(v, v 0 ).
A principal is a tuple consisting of a rule tree Π = (V, E, r, `) and a finite set of plain messages, the initial
knowledge of the principal. We require that every variable occurring on the right-hand side of a principal rule
`(v, v 0 ) in Π also occurs on the left-hand side of `(v, v 0 ) or on the left-hand side of a principal rule on the path
from r to v. In addition, and unlike [11], we require a condition necessary for the principal to perform a feasible computation: The decryption and signature verification operations performed when receiving a message can
actually be carried out, i.e., terms in key positions (t0 in {t}st0 , k −1 in {t}ak , and k in sigk (t)) on the left-hand
side of principal rules can be derived from the set consisting of the left-hand side of the current principal rule, the
left-hand sides of preceeding rules, and the initial knowledge of the principal. Obviously, the above condition is
satisfied for all realistic principals. Moreover, it allows to simplify the constraint-based algorithm (Section 5).
For v ∈ V , we write Π↓v to denote the subtree of Π rooted at v. For a substitution σ, we write Πσ for the
principal obtained from Π by substituting all variables x occurring in the principal rules of Π by σ(x).
A protocol P = ((Π1 , . . . , Πn ), I) consists of a finite sequence of principals Πi and a finite set I of messages,
the initial intruder knowledge. We require that each variable occurs in the rules of only one principal, i.e., different
principals must have disjoint sets of variables. We assume that intruder atoms, i.e., elements of AI , do not occur
in P .
As an example protocol, let us consider Pex as depicted in Figure 1. This protocols consists of two principals
Π1 and Π2 and the initial knowledge I0 = {{a}sk , {b}sk } of the intruder. The principals are described by the two
trees on the left-hand side of the figure; the tree on the right-hand side is used later. Informally speaking, Π2 can,
without waiting for input from the secure channel or the intruder, decide whether to write ha, bi or hb, bi into the
secure channel from Π2 to Π1 . While the intruder can read the message written into this channel, he cannot modify
or delay this message. Also, he cannot insert his own message into this channel as he does not have the principal
address 2 in his intruder knowledge, and hence, cannot generate messages of the form sc(2, ·, t). Consequently,
such messages must come from Π2 . Principal Π1 first waits for a message of the form hx, bi in the secure channel
from Π2 to Π1 . In case Π2 wrote, say, ha, bi into this channel, x is substituted by a, and this message is written
into the network, and hence, given to the intruder. Next, Π1 waits for input of the form {y}sk . This is not a secure
channel term, and thus, comes from the intruder. In case the intruder sends {b}sk , say, then y is substituted by b.
Finally, Π1 waits for input of the form a (in the edges from f3 to f4 and f3 to f5 ) or b (in the edge from f3 to
f6 ). Recall that x was substituted by a and y by b. If the intruder sends b, say, then Π2 takes the edge from f3 to
f6 and outputs c2 into the network. If the intruder had sent a, Π1 could have chosen between the first two edges.
We note that this protocol is not meant to perform a useful task. It is rather used to illustrate different aspects of
our constraint-based algorithm ([11] contains a formal specification of the contract-signing protocol by Asokan,
Shoup, and Waidner [3] in our model).

2.1

Transition Graph Induced by a Protocol

A transition graph GP induced by a protocol P comprises all runs of a protocol. To define this graph, we first
introduce states and transitions between these states.
A state is of the form ((Π1 , . . . , Πn ), σ, I, S) where σ is a ground substitution, for each i, Πi is a rule tree such
that Πi σ is a principal, I is a finite set of messages, the intruder knowledge, and S is a finite multi-set of secure
channel messages, the secure channel. The idea is that when the transition system gets to such a state, then the
4
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Figure 1: Protocol Pex = ({Π1 , Π2 }, I0 ) with I0 = {{a}sk , {b}sk }, initial knowledge {1, a, b, k, c1 , c2 } of Π1 and initial
knowledge {2, a, b} of Π2 . Strategy tree Tex for Pex with I1 = I0 ∪ {ha, bi}, I2 = I0 ∪ {hb, bi}, σ1 = {x 7→ a},
σ2 = σ1 ∪ {y 7→ b}, σ3 = {x 7→ b}, and σ4 = σ3 ∪ {y 7→ b}. Also, for brevity of notation, in the first component of the
0
states we write, for instance, f1 instead of Π1 ↓f1 . The strategy property we consider is ((Cex , Cex
)) = (({c2 }, {c1 })).

substitution σ has been performed, the accumulated intruder knowledge is what can be derived from I, the secure
channels hold the messages in S, and for each i, Πi is the “remaining protocol” to be carried out by principal i.
This also explains why S is a multi-set: messages sent several times should be delivered several times. Given a
protocol P = ((Π1 , . . . , Πn ), I) the initial state of P is ((Π1 , . . . , Πn ), σ, I, ∅) where σ is the substitution with
empty domain.
We have three kinds of transitions: intruder, secure channel, and ε-transitions. In what follows, let Πi =
(Vi , Ei , ri , `i ) and Π0i = (Vi0 , Ei0 , ri0 , `0i ) denote rule trees. We define under which circumstances there is a transition
τ

((Π1 , . . . , Πn ), σ, I, S) −→ ((Π01 , . . . , Π0n ), σ 0 , I 0 , S 0 )

(1)

with τ an appropriate label.
1. Intruder transitions: The transition (1) with label i, m, I exists if there exists v ∈ Vi with (ri , v) ∈ Ei and
`i (ri , v) = R ⇒ S, and a substitution σ 00 of the variables in Rσ such that (a) m ∈ d(I), (b) σ 0 = σ ∪ σ 00 , (c)
Rσ 0 = m, (d) Π0j = Πj for every j 6= i, Π0i = Πi ↓v, (e) I 0 = I ∪{Sσ 0 } if S 6= sc(·, ·, ·), and I 0 = I ∪{tσ 0 }
if S = sc(·, ·, t) for some t, (f) S 0 = S if S 6= sc(·, ·, ·), and S 0 = S ∪ {Sσ 0 } otherwise. This transition
models that principal i reads the message m from the intruder (i.e., the public network).
2. Secure channel transitions: The transition (1) with label i, m, sc exists if there exists v ∈ Vi with (ri , v) ∈
Ei and `i (ri , v) = R ⇒ S, and a substitution σ 00 of the variables in Rσ such that m ∈ S, (b)–(e) from 1.,
and S 0 = S \ {m} if S 6= sc(·, ·, ·), and S 0 = (S \ {m}) ∪ {Sσ 0 } otherwise. This transition models that
principal i reads message m from the secure channel.
3. ε-transitions: The transition (1) with label i exists if there exists v ∈ Vi with (ri , v) ∈ Ei and `i (ri , v) =
ε ⇒ S such that σ 0 = σ and (d), (e), (f) from above. This transition models that i performs a step where
neither a message is read from the intruder nor from the secure channel.
Given a protocol P , the transition graph GP induced by P is the tuple (SP , EP , qP ) where qP is the initial state
of P , SP is the set of states reachable from qP by a sequence of transitions, and EP is the set of all transitions
τ
τ
among states in SP . We write q ∈ GP if q is a state in GP and q → q 0 ∈ GP if q → q 0 is a transition in GP .
5

We note that GP is a DAG since by performing a transition, the size of the first component of a state decreases.
While the graph may be infinite branching, the maximal length of a path in this graph is bounded by the total
number of edges in the principals Πi of P .

3 Intruder Strategies and Strategy Properties
We now define intruder strategies on transition graphs and the goal the intruder tries to achieve following his
strategy. As mentioned in the introduction, while in [11] positional intruder strategies have been considered
where the strategy of the intruder at a global state of the protocol run may only depend on the current state,
here we allow the intruder to take the whole path leading to this state (i.e., the history) into account. While this
potentially provides the intruder with more power, these notions are in fact equivalent (see Proposition 2). The
main motivation for the new notion of strategy is that it is much better suited for the constraint solving approach
(Section 5).
To define intruder strategies, we introduce the notion of a strategy tree, which captures that the intruder has a
way of acting such that regardless of how the other principals act he achieves a certain goal, where goal in our
context means that a state will be reached where the intruder can derive certain constants and cannot derive others
(e.g., for balance, the intruder tries to obtain IntruderHasContract but tries to prevent HonestPartyHasContract
from occurring).
More concretely, let us consider the protocol Pex depicted in Figure 1. We want to know if the intruder has a
strategy to get to a state where he can derive atom c2 but not atom c1 (no matter what the principals Π1 and Π2
do). Such a strategy of the intruder has to deal with both decisions principal Π2 may make in the first step because
the intruder cannot control which edge is taken by Π2 . It turns out that regardless of which message is sent by
principal Π2 in its first step, the following simple strategy allows the intruder to achieve his goal: The intruder can
send {b}sk to principal Π1 in the second step of Π1 and in the last step of Π1 , the intruder sends b to principal Π1 .
This guarantees that in the last step of Π1 , the left-most edge is never taken, and thus, c1 is not returned, but at
least one of the other two edges can be taken, which in any case yields c2 . Formally, such strategies are defined
as trees. In our example, the strategy tree corresponding to the strategy informally explained above is depicted on
the right-hand side of Figure 1.
Definition 1 For q ∈ GP a q-strategy tree Tq = (V, E, r, `V , `E ) is an unordered tree where every vertex v ∈ V
is mapped to a state `V (v) ∈ GP and every edge (v, v 0 ) ∈ E is mapped to a label of a transition such that the
following conditions are satisfied for all v, v 0 ∈ V , principals j, messages m, and states q 0 , q 00 :
1. `V (r) = q.
`E (v,v 0 )

2. `V (v) −→ `V (v 0 ) ∈ GP for all (v, v 0 ) ∈ E. (Edges correspond to transitions.)
j

3. If `V (v) = q 0 and q 0 −→ q 00 ∈ GP , then there exists v 00 ∈ V such that (v, v 00 ) ∈ E, `V (v 00 ) = q 00 , and
`E (v, v 00 ) = j. (All ε-transitions originating in q 0 must be present in Tq .)
j,m,sc

4. If `V (v) = q 0 and q 0 −→ q 00 ∈ GP , then there exists v 00 ∈ V such that (v, v 00 ) ∈ E, `V (v 00 ) = q 00 , and
`E (v, v 00 ) = j, m, sc. (The same as 3. for secure channel transitions.)
j,m,I

5. If (v, v 0 ) ∈ E, `E (v, v 0 ) = j, m, I, and there exists q 00 6= `V (v 0 ) with `V (v) −→ q 00 ∈ GP , then there exists
v 00 with (v, v 00 ) ∈ E, `E (v, v 00 ) = j, m, I and `V (v 00 ) = q 00 . (The intruder cannot choose which principal
rule is taken by j if several are possible given the input provided by the intruder.)
A strategy property, i.e., the goal the intruder tries to achieve, is a tuple ((C1 , C10 ), . . . , (Cl , Cl0 )) where Ci , Ci0 ⊆
A ∪ K ∪ N . A state q ∈ GP satisfies ((C1 , C10 ), . . . , (Cl , Cl0 )) if there exist q-strategy trees T1 , . . . , Tl such that
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every Ti satisfies (Ci , Ci0 ) where Ti satisfies (Ci , Ci0 ) if for all leaves v of Ti all elements from Ci can be derived
by the intruder and all elements from Ci0 cannot, i.e., Ci ⊆ d(I) and Ci0 ∩ d(I) = ∅ where I denotes the intruder
knowledge in state `V (v).
The decision problem G -S TRATEGY (with general rather than positional intruder strategy) asks, given a protocol P and a strategy property ((C1 , C10 ), . . . , (Cl , Cl0 )), whether there exists a state q ∈ GP that satisfies the
property. In this case we write (P, (C1 , C10 ), . . . , (Cl , Cl0 )) ∈ G -S TRATEGY.
Note that in a q-strategy tree Tq there may exist vertices v 0 6= v with `V (v 0 ) = `V (v) such that the subtrees Tq ↓v
and Tq ↓v 0 of Tq rooted at v and v 0 , respectively, are not isomorphic. In other words, the intruder’s strategy may
depend on the path that leads to a state (i.e., the history) rather than on the state alone, as is the case for positional
strategies. As mentioned, the strategies defined in [11] are positional. Let P -S TRATEGY be defined analogously
to G -S TRATEGY with positional intruder strategies (see [11] for the precise definition). Using that our strategy
properties only constrain the leaves of strategy trees, the following is not hard to show.
Proposition 2 (P, (C1 , C10 ), . . . , (Cl , Cl0 )) ∈ G -S TRATEGY iff (P, (C1 , C10 ), . . . , (Cl , Cl0 )) ∈ P -S TRATEGY.
In [11] it was shown that P -S TRATEGY is decidable. As an immediate corollary of Proposition 2 we obtain:
Corollary 3 G -S TRATEGY is decidable.

4 Constraint Solving
In this section, we introduce constraint systems and state the well-known fact that procedures for solving these
systems exist (see, e.g., [13] for more details). In Section 5, we will then use such a procedure as a black-box for
our constraint-based algorithm.
A constraint is of the form t : T where t is a plain term and T is a finite non-empty set of plain terms. Since
we will take care of secure channel terms when turning the symbolic branching structure into a constraint system,
we can disallow secure channel terms in constraints.
A constraint system C is a tuple consisting of a sequence s = t1 : T1 , . . . , tn : Tn of constraints and a
substitution τ such that the domain of τ is disjoint from the set of variables occurring in s and, for all x in the
domain of τ , τ (x) only contains variables also occurring in s. We call C simple if ti is a variable for all i. We call
C valid if it satisfies the origination and monotonicity property as defined in [13]. These are standard restrictions
on constraint systems imposed by constraint solving procedures. Valid constraint systems are all that is needed in
our setting.
A ground substitution σ where the domain of σ is the set of variables in t1 : T1 , . . . , tn : Tn is a solution of C
(σ ` C) if ti σ ∈ d(Ti σ) for every i. We call σ ◦ τ (the composition of σ and τ read from right to left) a complete
solution of C (σ ◦ τ `c C) with τ as above.
A simple constraint system C obviously has a solution. One such solution, which we denote by σC , replaces all
variables in C by new intruder atoms a ∈ AI where different variables are replaced by different atoms. We call
σC the solution associated with C and σC ◦ τ the complete solution associated with C.
Given a constraint system C, a finite set {C1 , . . . , Cn } of simple constraint systems is called a sound and
complete solution set for C if {ν | ν `c C} = {ν | ∃i s.t. ν `c Ci }. Note that C does not have a solution iff n = 0.
The following fact is well-known (see, e.g., [7, 13, 4] and references therein):
Fact 1 There exists a procedure which given a valid constraint system C outputs a sound and complete solution
set for C.
While different constraint solving procedures (and implementations thereof) may compute different sound and
complete solution sets, our constraint-based algorithm introduced in Section 5 works with any of these procedures.
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It is only important that the set computed is sound and complete. As already mentioned in the introduction, to
decide reachability properties it suffices if the procedure only returns one simple constraint system in the sound
and complete set. However, the constraint solving procedures proposed in the literature are typically capable of
returning a sound and complete solution set.
In what follows, we fix one such procedure and call it the constraint solver. More precisely, w.l.o.g., we consider
the constraint solver to be a non-deterministic algorithm which non-deterministically chooses a simple constraint
system from the sound and complete solution set and returns this system as output. We require that for every
simple constraint system in the sound and complete solution set, there is a run of the constraint solver that returns
this system. If the sound and complete set is empty, the constraint solver always returns no.
We note that while standard constraint solving procedures can deal with the cryptographic primitives considered
here, these procedures might need to be extended when adding further cryptographic primitives. For example, this
is the case for private contract signatures, which are used in some contract signing protocols [9] and were taken
into account in [11]. However, constraint solving procedures can easily be extended to deal with these signatures.
We have not considered them here for brevity of presentation and since the main focus of the present work is not
to extend constraint solving procedures but to show how these procedures can be employed to deal with gametheoretic security properties.

5

The Constraint-Based Algorithm

We now present our constraint-based algorithm, called SolveStrategy, for deciding G -S TRATEGY. As mentioned,
it uses a standard constraint solver (Fact 1) as a subprocedure.
In what follows, we present the main steps performed by SolveStrategy, with more details given in subsequent
sections. The input to SolveStrategy is a protocol P and a strategy property ((C1 , C10 ), . . . , (Cl , Cl0 )).
1. Guess a symbolic branching structure B, i.e., guess a symbolic path π s from the initial state of P to a syms for every (C , C 0 ) starting from this state (see Section 5.1
bolic state q s and a symbolic q s -strategy tree Ti,q
s
i
i
for more details).
s , . . . , T s and the strategy property ((C , C 0 ), . . . , (C , C 0 )) the induced and
2. Derive from B = π s , T1,q
s
1
l
1
l,q s
l
valid (!) constraint system C = CB (see Section 5.2 for the definition). Then, run the constraint solver on C.
If it returns no, then halt. Otherwise, let C0 be the simple constraint system returned by the solver. (Recall
that C0 belongs to the sound and complete solution set and is chosen non-deterministically by the solver.)

3. Let ν be the complete solution associated with C0 . Check whether ν when applied to B yields a valid path
in GP from the initial state of P to a state q and q-strategy trees Ti,q satisfying (Ci , Ci0 ) for every i. If so,
output yes and B with ν applied, and otherwise return no (see Section 5.3 for more details). In case yes is
returned, B with ν applied yields a concrete solution of the problem instance (P, (C1 , C10 ), . . . , (Cl , Cl0 )).
We emphasize that, for simplicity of presentation, SolveStrategy is formulated as a non-deterministic algorithm.
Hence, the overall decision of SolveStrategy is yes if there exists at least one computation path where yes is
returned. Otherwise, the overall decision is no (i.e., (P, (C1 , C10 ), . . . , (Cl , Cl0 )) ∈
/ G -S TRATEGY).
In the following three sections, the three steps of SolveStrategy are further explained. Our main result is the
following theorem:
Theorem 4 SolveStrategy is a decision procedure for G -S TRATEGY.
While we know that the problem G -S TRATEGY is decidable from Corollary 3, the main point of Theorem 4 is
that SolveStrategy uses standard constraint solving procedures as a black-box, and as such, is a good basis for
extending existing practical constraint-based algorithms for reachability properties to deal with game-theoretic
security properties.
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s
Tex
:

h1 ((f1 , g1 ), I0 , ∅)
2, g3

2, g2
((f1 , g2 ), I1 , {sc(2, 1, ha, bi)}) h2

h6 ((f1 , g3 ), I2 , {sc(2, 1, hb, bi)})

1, f2 , sc(2, 1, ha, bi), sc

1, f2 , sc(2, 1, hb, bi), sc

((f2 , g2 ), I1 ∪ {xh3 }, ∅) h3

h7 ((f2 , g3 ), I2 ∪ {xh7 }, ∅)

1, f3 , I

1, f3 , I

((f3 , g2 ), I1 ∪ {xh3 , yh4 }, ∅) h4
1, f5 , I

1, f6 , I

h8 ((f3 , g3 ), I2 ∪ {xh7 , yh8 }, ∅)
1, f6 , I

((f6 , g2 ), I1 ∪ {xh3 , yh4 , c2 }, ∅) h5
h9 h10
((f5 , g3 ), I2 ∪ {xh7 , yh8 , c2 }, ∅)
((f6 , g3 ), I2 ∪ {xh7 , yh8 , c2 }, ∅)
s for the protocol P
Figure 2: Symbolic strategy tree Tex
ex where I1 = I0 ∪ {ha, bi} and I2 = I0 ∪ {hb, bi}. For
brevity of notation, in the first component of the symbolic states we write, for instance, f1 instead of Π1 ↓f1 .

The proof of Theorem 4 is quite different from the cut-and-paste argument in [11] where, similar to [14], it was
shown that an attack can be turned into a “small” attack. Here we rather make use of the fact that procedures for
computing sound and complete solution sets exist, which makes our proof (and also our algorithm) more modular
and easier to extend.
We note that if we used positional strategies as in [11], SolveStrategy would have to be extended to guess the
symbolic states of symbolic branching structures that coincide after the substitution ν is applied. To avoid this, we
employ the strategies with history as explained above.

5.1

Guess the Symbolic Branching Structure

To describe the first step of SolveStrategy in more detail, we first define symbolic branching structures, which
consist of symbolic paths and symbolic strategy trees. To define symbolic paths and strategy trees, we need to
introduce symbolic states, transitions, and trees (see [10] for full details). These notions will be illustrated by the
example in Figure 1
A symbolic state q s = ((Π1 , . . . , Πn ), I, S) is defined just as a concrete state (see Section 2.1) except that the
substitution is omitted and the intruder knowledge I and the secure channel S may contain terms (with variables)
instead of only messages. The symbolic initial state of a protocol P = ((Π1 , . . . , Πn ), I0 ) is ((Π1 , . . . , Πn ), I0 , ∅).
A symbolic transition, analogously to concrete transitions, is a transition between symbolic states and is of the
form
`

((Π1 , . . . , Πn ), I, S) −→ ((Π01 , . . . , Π0n ), I 0 , S 0 )

(2)

with ` an appropriate label where again we distinguish between symbolic intruder, secure channel, and ε-transitions. Informally speaking, these transitions are of the following form (see [10] for details and the example
below): For symbolic intruder transitions the label ` is of the form i, f, I where now f is not the message delivered
by the intruder, as was the case for concrete intruder transitions, but a direct successor of the root ri of Πi . The
intuition is that the principal rule R ⇒ S the edge (ri , f ) is labeled with in Πi is applied. The symbolic state
((Π1 , . . . , Πn ), I, S) is updated accordingly to ((Π01 , . . . , Π0n ), I 0 , S 0 ) (see the example below). We call R ⇒ S
the principal rule associated with the symbolic transition. Similarly, the label of a symbolic secure channel
transition is of the form i, f, R0 , sc where f is interpreted as before and R0 is the term read from the secure
channel. If R ⇒ S is the principal rule associated with the transition, then S 0 is obtained by removing R0 from S
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and adding S if S is a secure channel term. When constructing the constraint system, we will guarantee that R0
unifies with R. Finally, the label of symbolic ε-transitions is of the form i, f with the obvious meaning.
A symbolic q s -tree Tqss = (V, E, r, `V , `E ) is an unordered finite tree where the vertices are labeled with
symbolic states, the root is labeled with q s , and the edges are labeled with labels of symbolic transitions such
that an edge (v, v 0 ) of the tree, more precisely, the labels of v and v 0 and the label of (v, v 0 ) correspond to symbolic
transitions. We call the principal rule associated with such a symbolic transition the principal rule associated with
(v, v 0 ). Note that the symbolic transitions of different edges may be associated with the same principal rule. Now,
since the same rule may occur at different positions in the tree, its variables may later be substituted differently.
We therefore need a mechanism to consistently rename variables.
s for P
s
Figure 2 depicts a symbolic q0s -tree Tex
ex (Figure 1) where q0 = ({Π1 , Π2 }, I0 , ∅) is the symbolic initial
state of Pex . For brevity of notation, just as in the case of the strategy tree in Figure 1, the first component of
the symbolic states in this tree does not contain the principals but only their corresponding roots. Note that the
principal rules of Π1 are applied at different places in this tree. Therefore, different copies of the variables x and y
need to be introduced, which we do by indexing the variables by the name of the vertex where the rule is applied.
s.
This yields the variables xh3 , xh7 , yh4 , yh8 in Tex
s
A symbolic path π of a protocol P is a symbolic q0s -tree where every vertex has at most one successor and q0s
is the symbolic initial state of P .
A symbolic q s -strategy tree Tqss = (V, E, r, `V , `E ) is a symbolic q s -tree which satisfies additional conditions.
Among others, we require that in one node of this tree the intruder may only send a message to one principal Πi ;
we show that this is w.l.o.g. Also, all ε-transitions applicable in one node are present. Symbolic strategy trees are
defined in such a way that for every symbolic state q s the number of symbolic q s -strategy trees is finite and all
such trees can effectively be generated. The tree depicted in Figure 2 is a symbolic q0s -strategy tree.
For a protocol P and strategy property ((C1 , C10 ), . . . , (Cl , Cl0 )), a symbolic branching structure is of the form
s
B = π s , T1s , . . . , Tls where π s is a symbolic path of P and the Tis are symbolic q s -strategy trees where q s is
the symbolic state the leaf of π s is labeled with. Given a protocol and a strategy property, there are only a finite
number of symbolic branching structures and these structures can be generated by an algorithm. In particular,
there is a non-deterministic algorithm which can guess one symbolic branching structure Bs among all possible
such structures.
0 )) = (({c }, {c })), we can consider T s in Figure 2 also as a symbolic
For the strategy property ((Cex , Cex
2
1
ex
branching structure Bsex of Pex where the path π s is empty and l = 1.

5.2

Construct and Solve the Induced Constraint System

We now show how the constraint system C = CB is derived from the symbolic branching structure B = π s , T1s ,
. . . , Tls (guessed in the first step of SolveStrategy) and the given strategy property ((C1 , C10 ), . . . , (Cl , Cl0 )). This
constraint system can be shown to be valid, and hence, by Fact 1, a constraint solver can be used to solve it. In this
extended abstract, we only illustrate how C is derived from B and the strategy property by the example in Figure 1
(see [10] for full definitions).
Before turning to the example, we informally explain how to encode in a constraint system communication
involving the secure channel. (Another, somewhat less interesting issue is how to deal with secure channel terms
generated by the intruder. This is explained in our technical report [10].) The basic idea is that we write messages
intended for the secure channel into the intruder’s knowledge and let the intruder deliver these messages. The
problem is that while every message in the secure channel can only be read once, the intruder could try to deliver
the same message several times. To prevent this, every such message when written into the intruder’s knowledge
is encrypted with a new key not known to the intruder and this key is also (and only) used in the principal rule
which according to the symbolic branching structure is supposed to read the message. This guarantees that the
intruder cannot abusively deliver the same message several times to unintended recipients or make use of these
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encrypted messages in other contexts. Here we use the restriction on principals introduced in Section 2, namely
that decryption keys can be derived by a principal. Without this condition, a principal rule of the form {y}sx ⇒ x
would be allowed even if the principal does not know (i.e., cannot derive) x. Such a rule would equip a principal
with the unrealistic ability to derive any secret key from a ciphertext. Hence, the intruder, using this principal as
an oracle, could achieve this as well and could potentially obtain the new keys used to encrypt messages intended
for the secure channel.
We now turn to our example and explain how the (valid) constraint system, called Cex , derived from Bsex
0 )) looks like and how it is derived from Bs , where Bs , as explained above, is simply the symand ((Cex , Cex
ex
ex
s (Figure 2): C
bolic strategy tree Tex
ex is the following sequence of constraints with an empty substitution where
k1 , k2 , k3 ∈ A are new atoms and we write t1 , . . . , tn instead of {t1 , . . . , tn }.
1. {hxh3 , bi}sk1
2. {hxh7 , bi}sk2
3.
{yh4 }sk
4.
{yh8 }sk
5.
yh4

:
:
:
:
:

I1 , {ha, bi}sk1
I2 , {hb, bi}sk2
I1 , {ha, bi}sk1 , xh3
I2 , {hb, bi}sk2 , xh7
I1 , {ha, bi}sk1 , xh3 , yh4

6. xh7
7. yh8
8.
c2
9.
c2
10.
c2

:
:
:
:
:

I2 , {hb, bi}sk2 , xh7 , yh8
I2 , {hb, bi}sk2 , xh7 , yh8
I1 , {ha, bi}sk1 , xh3 , yh4 , c2
I2 , {hb, bi}sk2 , xh7 , yh8 , c2
I2 , {hb, bi}sk2 , xh7 , yh8 , c2

This constraint system is obtained from Bsex as follows: We traverse the vertices of Bsex in a top-down breadth first
manner. Every edge induces a constraint except those edges which correspond to symbolic ε-transitions. This is
how the constraints 1.–7. come about where 1., 3., and 5. are derived from the left branch of Bsex and 2., 4., 6.,
and 7. from the right branch. Note that in 1. and 2. we encode the communication with the secure channel by
encrypting the terms with new keys k1 and k2 . The terms {ha, bi}sk1 and {hb, bi}sk2 are not removed anymore from
the right-hand side of the constraints, i.e., from the intruder knowledge, in order for Cex to satisfy the monotonicity
property of constraint systems (recall that monotonicity is necessary for the validity of constraint systems). As
explained above, since we use new keys and due to the restriction on principals, this does not cause problems. The
s , a requirement that comes from our
constraints 8.–10. are used to ensure that c2 can be derived at every leaf of Tex
0
s , two symbolic intruder transitions
example security property ((Cex , Cex )) where Cex = {c2 }. In vertex h8 of Tex
leave the vertex, which, as explained above, means that the associated principal rules should both be able to read
the message delivered by the intruder.
Let C1 and C2 be constraint systems with empty sequences of constraints and the substitution ν1 = {xh3 7→
a, xh7 7→ b, yh4 7→ a, yh8 7→ b} and ν2 = {xh3 7→ a, xh7 7→ b, yh4 7→ b, yh8 7→ b}, respectively. It is easy to see
that {C1 , C2 } is a sound and complete solution set for Cex . Since Cex is valid, such a set can be computed by the
constraint solver (Fact 1).

5.3

Check the Induced Substitutions

Let Bs = π s , T1s , . . . , Tls be the symbolic branching structure obtained in the first step of SolveStrategy and let
C0 be the simple constraint system returned by the constraint solver when applied to C = CBs in the second step
of SolveStrategy. Let ν be the complete solution associated with C0 (see Section 5.2). We emphasize that for our
algorithm to work, it is important that ν replaces the variables in C0 by new intruder atoms from AI not occurring
in Bs .
Basically, we want to check that when applying ν to Bs , which yields Bs ν = π s ν, T1s ν, . . . , Tls ν, we obtain a
solution of the problem instance (P, (C1 , C10 ), . . . , (Cl , Cl0 )). Hence, we need to check whether i) π s ν corresponds
to a path in GP from the initial state of GP to a state q ∈ GP and ii) Tis ν corresponds to a q-strategy tree for (Ci , Ci0 )
for every i. However, since ν is a complete solution of C, some of these conditions are satisfied by construction. In
particular, π s ν is guaranteed to be a path in GP starting from the initial state. Also, the conditions 1.–3. of strategy
trees (Definition 1) do not need to be checked and we know that Tis ν satisfies (Ci , ∅). Hence, SolveStrategy only
needs to make sure that 4. and 5. of Definition 1 are satisfied for every Tis ν and that Tis ν fulfills (∅, Ci0 ). Using
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that the derivation problem is decidable in polynomial time [6] (given a message m and a finite set of messages I,
decide whether m ∈ d(I)), all of these remaining conditions can easily be checked (see [10] for details).
In our example, the induced substitution for Ci is νi as Ci does not contain any variables. It can easily be
verified that with C0 = C2 and the induced substitution ν2 , the above checks are all successful. However, they
fail for C0 = C1 and ν1 because in h4 the rule a ⇒ c1 could also be applied but it is not present in Bsex . This
0 ))). This example
violates Definition 1, 5. In fact, Bsex ν1 would not yield a solution of the instance (Pex , ((Cex , Cex
illustrates that in SolveStrategy one cannot dispense with the last step, namely checking the substitutions, and
that one has to try the different constraint systems in the sound and complete solution set for C.
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