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Abstract
OAuth is the new de facto standard for delegating authorization in the web. An im
portant limitation of OAuth is the fact that it was designed for authorization and not for
authentication. The usage of OAuth for authentication thus leads to serious vulnerabili
ties as shown by Zhou et. al. in [1] and Chen et. al. in [2].
OpenID Connect was created on top of OAuth to fill this gap by providing federated
identity management and user authentication. OpenID Connect was standardized in
February 2014, but leading companies like Google, Microsoft, AOL and PayPal are al
ready using it in their web applications.
As part of our current research we provided the first indepth analysis of OpenID
Connect [3] where we categorized all attacks in five different classes: Malicious Endpoint
Attacks, ID Spoofing, Signature Bypass, Session Overwriting, Trivial Attacks.
For the assessment of OpenID Connect service providers (SP), a fullyautomated
penetration testing tool, PrOfESSOS, has been developed. The Java based tool is con
trolled via a webinterface and is capable of performing tests on multiple SPs in parallel,
so that it can be offered as a service. The availability of a test service greatly reduces the
efforts needed to set up a working test environment to a level where performing a test
run can be done in a very short time and does not require the tester to be a security ex
pert. All tests have a specification which both documents and parameterizes the imple
mentation it references.
In this presentation we will explain the architecture of PrOfESSOS, show how new
tests are specified and implemented, and talk about the current status as well as our fu
ture plans. We will also discuss possibilities to integrate the tool into Continuous Integra
tion Systems and the use in security centric certifications.
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